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Abstract: The chapter exhibits the idea of Al-powered social engineering, syncretizes with allied field, and
hypotheses a theoretical framework for studying this paradigm. The chapter then puts Al-driven social
engineering in the context of political communication and audience targeting, specifically with regard to what it
means for advanced technologies to be deployed in digital communication. Persuasive Communication Across
Technologies — Case Studies from Print to Artificial Intelligence Al is on track to continue to advance in the
capacity both for inferring personal attributes and predicting intentions, which only heightens ethical concerns
regarding potential points of individual-level influence — especially in commercial and political schemes. This
chapter also emphasized the value of persuasion within communication studies and how it is used by Al as a
backdrop for crafting future human interactions. Al-enabled social engineering, with its increasing ability to
tailor influence to the individual, offers a host of new opportunities in communication and societal organization
but threatens some rights.
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1. Introduction

In this chapter, we introduce Al-driven social engineering, clarify intersections with related ideas, and
propose an initial conceptual framework for encoding and thereby analyzing the emerging phenomenon. After
setting the stage with a portrayal of the rise of Al and of general societal implications, we present the
phenomenon in a core context: the audience targeting and digital communication activities endured by political
communication [1][2]. I clarify Al-driven social engineering's premise and delineate its core concepts [3]. The
primary focus of a lifetime's research has been concerned with how, where, and with what effect novel
technological enhancements are deployed in natural interactions [4]. Efforts have been dedicated to influential
technologies spanning from print communications and radio broadcasts to social media and artificial intelligence
[5]. These deployments offer diverse support for innovations in commercial advertising and political
communication [6]. In both the case of intriguing new prospects, there are also historical foundations to build
from [7].

The science of persuasion has an enduringly central place in the study of communication [8]. Leveraging
information technology for influencing individuals, particularly, has attracted much enthusiasm and concern in
both academia and application [9]. The recent rise of artificial intelligence has spurred innovative commercial
ventures and stirred vibrant debate on technology and society [10]. Advances are fueling hopes for scientific and
technical breakthroughs addressing long-standing societal challenges [11]. Al-driven social engineering could
materialize these hopes or cast gloom on them [12]. Specifically, with the increasing sophistication of Al, comes
deepened capacity to infer personal attributes, predict intentions, and communicate persuasively [13]. Alone or
in combination, these afford highly effective individual-level influence [14]. Al-driven social engineering
operates on a commercial incentive, spans varied contexts and media channels, and inverts key propositions of
significant traditions in social and communication sciences [15].

1.1. Background and Rationale

This work focuses on the part of social engineering known as phishing. Phishing attacks can occur in two forms:
hierarchical and target-specific (or whaling). Hierarchical attacks are usually directed at general populations with the
possibility of reaping a huge quantity of victims. Hierarchical attacks account for 54% of phishing occurrences. Target-
specific attacks, also referred to as spear-phishing, whale-phishing, or whaling, are directed at specific people or small
groups, with purposeful intent motivating the attempt. Characteristics of such attacks include being personally addressed,
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customization of the email, and use of corporate or organizational logos, styles, and layout. While hierarchical attacks have
an exponentially larger amount of occurrences, target-specific attacks are usually more lucrative, taking home the colossal
catch. There are existing attempts to ameliorate phishing, including technology-led socioeconomic approaches, training, user
awareness, and policy.

Social engineering refers to the practice of utilizing human psychology through verbal and non-verbal
communication in order to trick individuals into divulging confidential or personal information. Targeted attempts to deceive
victims can be seen in identity theft, phishing, pretexting, baiting, tailgating, and finally, quid pro quo. Ethical and privacy
concerns that arise as a result of social engineering suggest that broader implications of using such a tool should be
thoroughly researched and considered if we are to allow it to be utilized. However, little research has been done on what the
ethical considerations of utilizing social engineering are. One fundamental assumption of this planet we all call home is that
lying and deceiving other members of our global community is morally and ethically reprehensible. Therefore, both public
and private sectors can use deception to achieve their goals: social engineering, weaponizing information to disrupt.
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Fig 1: "The goal of the image is to illustrate how hierarchical phishing attacks spread widely and target a large
audience in a non-specific manner, in contrast to more personalized attacks such as spear phishing."”

1.2. Research Aim and Objectives

At its core, high-powered information extraction and regulation is all about reducing action risk through
the production of better information. Whether this is predictive segmentation for consumer advertising or tasty
target packages for identifying and grooming internal confederates, big data collection is all about refining
hypotheses and the subsequent testing of their validity. What makes big data technologies so potentially
powerful is that advances in artificial intelligence offer near real-time insights that are fed back to the data input
questions. No longer limited to the generalities of focusing on trends and sentiment, contemporary predictive
associations and relationships can be tested against numerous pieces of personal, nuanced minutiae. Such
implicit knowledge is best gleaned from the mind of the converse: psychoanalysis through conversation.
Successful development of mortar rounds or BEGAN exquisite phishing is really enabled through big direct data
and machine learning-aided relationship management and/or targeted relationship growth. Achieving one side
from code breaking, with automatic emotive to the other.

Social engineering attacks have evolved in step with technological advances. Early low-tech scams have
developed into sophisticated, highly targeted, technically enabled attacks, while high-powered processing and
analysis engines enable attackers to learn more and do so more effectively than a skilled user could ever hope to
accomplish. The last decade has seen two discernible trends in the frequency and intensity of high-tech social
engineering. The first of these sees cyber-attackers being more effective at deploying the same limited set of
social engineering tricks to successfully compromise networks. Where once emails were aimed at anyone with a
credit card and a computer, now they contain detailed personal information, and many users have social media
commentaries that speak with supplanted fraudulent attack. The second trend sees open source data mining and
business process formalization come together so that more clever tactics are identified, refined, and
operationalized. This paper goes two steps further than social engineering rooted in big data by exploring how
Al-driven initiatives can better elicit and exploit active, emotion-full, implicit data for more persuasive conning.
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Fig 2: The diagram aims to illustrate the relationship between these elements and their impact on improving
security and effectiveness against threats

2. Understanding Social Engineering

Social engineering is a skill set used to manipulate and exploit human beings. This social skill works well
when paired with information security, IT, or hacking skills to translate and transpose the exploitation of
information systems while vulnerable targets are convinced to assist with penetration. However, anyone from a
con man to a scam artist can be a social engineer. But not all who employ it use it for malign purposes, as we'll
discover. We will dissect social engineering ruthlessly until we know all its secrets—Ilight and dark. "Code of
honor" is particularly appropriate for what we are discussing here and for the element of intent behind our
actions and for the method of our implementation. The term "code of honor" was deemed particularly fitting, as
a professional dedication embodies many of the same principles as a soldier's responsibility to those he protects
through his commitment of service. It is and its code serves as good a school as you will find in the self-
discipline of its information security practitioner adherents.

This section introduces the concept of social engineering and discusses its techniques, tools, and
vulnerabilities in information systems. Section 2.1 presents an overview of this concept and introduces the
theoretical foundations of the research. In order to discuss different forms of social engineering techniques, the
next part of this section explains their categorization. We focus on motivations and the methodology used by
both "black-hat" and "white-hat" attackers for proficiency.

2.1. Definition and Concepts

It is the covert nature of the Al-driven social engineering that makes it a significant challenge and why a
clearer understanding specifically of these questions is crucial if we are to protect against the potential malicious
uses of Al. Articulating and predicting the strategies of Al-driven social agents are fundamentally technical
problems of great interest in their own right. Consideration of the ethical and societal ramifications presents us
with the opportunity of unifying a rapidly growing class of threat models in social robotics, Al on social media,
and Internet of Things (1oT), and defense against adversarial agents in the adversarial learning framework, thus
reshaping Al research and even potentially challenging the modern artificial intelligence paradigm with a
revised cookbook.
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The use of Al to enhance social engineering is not simply an incremental development itself, but also a
means to translate incremental technical developments in the study and understanding of human behavior into
new dangers that are hard to previously pinpoint. The broad danger of social engineering using Al is causing
uncertainty either by creating strong, plausible content that resonates with large segments of the population or
by direct persuasive behavior in direct interaction. These include altering decision outcomes by raising stakes
through uncertainty, promotion of content that influences individuals' decision-making without them being
aware that the intention of the content creator was to manipulate these decisions, shortening decision-making
time in high-pressure situations such as voting, scamming users into divulging personal information, or even
doing a man-in-the-middle attack in social decisions.

2.2. Historical Context

The penetration of influential leaders of the power establishment by psychological methods is growing
and the public itself increasingly becomes the object of diversified exploitation techniques. In all likelihood,
these trends exaggerate more than those centered on military events the difficulty of establishing a surprise
factor for an attack. The capability of conducting operations which are cleanly or reliably traced to the original
source is diminished in a double fashion. The scenario of this paper adopts the strong assumption that social
engineering is driven by the interaction of the physical and digital realities and takes advantage of Artificial
Intelligence (Al) and the loT disclosure. We claim that intelligent devices and autonomous systems can be
harnessed to enhance the effectiveness of social engineering. Additionally, we explore the possibilities and risks
that arise from this direction.

Although the relationship between psychology and warfare is not new, the increasing importance of
psychological operations is a relatively recent factor. Psychological operations (transformed into unofficial
behavior on diplomatic auspices and the whole gamut of public communications in peacetime) today dominate
the armed forces and occupy an important place on the battlefield. During the last decade, unpredicted results
underscored the importance of public opinion, national and international, in combat situations. Many military
decisions depend on how military leaders think the nation as a whole or different sectors of the country and the
designated enemy members. The deteriorating fabric of society which supports the armed forces has induced a
growing need for understanding and manipulating the attitudes and activities of allies and potential allies as well
as opponents in time of peace as well as in war conditions.

3. Al and Machine Learning Fundamentals

Semi-Supervised Learning: Is a system that learns from labeled data and predicts for both. It combines
the characteristics of both unsupervised learning and supervised learning algorithms. It uses small data that are
labeled by developers and a larger unlabeled dataset to create prediction models.

Unsupervised Learning: Is mainly about finding structure in unknown input data. It deals with pretty
much everything which is not about supervised learning. In other words, the methods for finding groups like
clustering.

Supervised Learning: A data-driven training method, which in general is used to solve problems with
given datasets which have inputs x and corresponding label y. It is supervised because for each data x, the model
can know the answer y it should be predicted based on the input. Regression and classification are the specific
tasks associated with supervised learning.

3.1 The machine learning taxonomy Machine learning is a subfield of Al that studies how computers can learn
from data. It does this by developing models that can generalize (make correct predictions) on unseen data. In
general, machine learning models are classified as follows:

Modern Al/ML models are computational models intended to perform a general or specific domain task.
With the growing computing resources available and the novel machine learning techniques proposed, various
models have been presented that demonstrate human-like performance on many intellectual tasks (e.g., image
and speech recognition, automatic translation, game playing). In this section, | provide an overview of
fundamental terms and techniques regarding AI/ML, focusing on the deep learning paradigm and specific
models that leverage neural networks.

3.1. Overview of Al and ML

While it is appealing to talk about modern Al systems as being able to learn from and act on data, data as
a modern concept has important centuries-long precursors in inductive and empirical approaches to rational and
scientific knowledge that rational agents would pursue according to the tenets of epistemic and formal learning.
In fact, epistemic logic and the fields of statistics, philosophy of science, or knowledge representation are central
to our understanding of today's machine learning systems. In boosting, for instance, where we repeatedly change
the distribution from which we draw the different datasets the learning algorithms are trained on, we get the
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probability limits of the total predictions and their weighting exponentiated from certain statistics accumulated
during the process of optimization experiments.

In this section, we provide a brief overview of key concepts concerning artificial intelligence (Al) and
machine learning (ML). Put simply, artificial intelligence is the automation of activities that we associate with
human thinking, such as solving different kinds of problems and making decisions. The most prominent
approach to Al is initiated by Turing, McCarthy, and Minsky. This so-called symbolic approach uses algorithms
and data structures in order to represent problems and states, as well as the steps an Al (‘intelligent agent’) must
follow to solve the respective problem. Machine learning, a subfield of Al that itself is interdisciplinary in
nature, researches how to render intelligent agents smarter, in a way that everything the agent knows about the
problem and its solution is learned from data.

DATA, KNOWLEDGE

==K ¢ 7,

Fig 3: The visual representation of the Al and machine learning concepts

3.2. Key Concepts and Terminology

For the purpose of our study, we define a social engineering attack as "an act of knowingly manipulating
a person to take an action that may or may not be in the interest of the person”. This implies that the subject does
not give personal consent to perform an action in the physical or digital space and does it due to manipulation
from the side of the adversary or the system organized by the adversary. This act typically involves requesting
or obtaining confidential information, login credentials, or accessing sensitive information. In offensive social
engineering, such actions are conducted with the intent of causing harm to the subject and benefiting the
adversary or the adversaries the subject is working on. Defending social engineering involves minimizing
successful attacks.

In the context of social engineering, the Al-driven approaches exploit traditional as well as social
properties extracted from big data. Al-driven models and systems increase the success of attacks, for example
by automating or largely simplifying labor-intensive tasks like information gathering and profile creation, and
enable unprecedented customization of social engineering attacks to improve their success and potential
damage.

4. The Intersection of Al and Social Engineering

Al and machine learning technologies are being employed to construct more effective and sophisticated
phishing emails. For instance, Al tools can experiment with the response to email subject lines from large data
sets, optimize their employment based on empirical insights, manipulative aspects, and their attempts. Selecting
users' responses or leveraging linguistic cues to personalize phishing messages using variables authorized by the
European Union to implement for the development of a "resilience go-to guide”. In addition, the inherent
vulnerability of all societal influence endeavors highlights the growing pressure of social engineering attacks
and new use cases of Al vulnerabilities.

Al-supported technologies maintain conversations and manipulate auditory and visual input to generate
so-called "deep fakes" - media, often used maliciously to spread misinformation. Computational modeling has
employed algorithms to better understand jihadist recruitment efforts. Employing deliberate social engineering
techniques to manipulate and exploit human vulnerability to achieve specific goals through manipulation,
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influence, deception, and fraud, social engineering has long been a go-to tactic for criminals and malicious
nation-state actors, as well as a challenge for well-resilient.

4.1. Applications of Al in Social Engineering

Experts argue that NLP and speech technologies, despite their growing capabilities, are currently
overhyped and that attacks are not especially realistic today. The major limitation of voice cloning attacks is the
necessity for a large amount of speaker's data to generate high-quality clones. Moreover, better-quality data is
needed to clone higher-level forms of communication such as storytelling. Additionally, trained models struggle
with a wide array of tasks from prosody to voice identity in embeddings. Moreover, deep and non-deep learning
techniques are available for detecting synthesized speech or clone checking. They include using Short-Time
Fourier Transform, desynchronization techniques for CNNs and attention mechanisms, and comparing the CNN
performance on natural and synthesized speech. Furthermore, social engineering attacks relying on voice
cloning need careful planning to minimize face-to-face interactions and the necessity to communicate under
stressful conditions, making the applicability difficult.

Al technologies for social engineering are increasingly relying on speech technologies, and in particular,
the burgeoning area of voice cloning. Voice cloning is the process of capturing the uniqueness and
characteristics of an individual's voice pattern, temperament, and articulation, inferring and reproducing new
speech for that individual. This process involves training robust speech synthesis models on large datasets of the
target speakers. The growing industry of voice cloning startups and their increasing capabilities showcase
increasing opportunities and challenges in multiple domains. This technology is driven by the powerful and
efficient deep learning solutions and the publicly available large-scale audio datasets, such as the readily
available audio samples of celebrities on the internet. With such datasets and deep learning approaches, multiple
synthetic speech samples of various speakers can be captured, incorporating speech adaptations and engaging
and persuasive responses.

[ Deep Learning Solutions ]

Large Dataset Requirement ]

Minimizing Face-to-Face
Interactions

Challenges

l

[ Detection Methods ]

Fig 4: Here is a diagram illustrating the applications of Al in social engineering, focusing on voice cloning as
described.
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4.2. Benefits and Risks

Conversely, Al-driven SE can use highly accurate simulations of humans acquired from personal data.
These simulations are built and refined from new data without any direct input from the target. This means that,
because SE is a systematic approach that may be prioritized over direct experience, individuals perpetrating Al-
driven SE are at far less informational risk than those using traditional techniques. They do not need to
understand the nuances of competing priorities and difficult problems balancing information and privacy, which
all individuals manage on a daily basis. They can leverage these potentially massive and systematically gathered
simulated datasets to achieve an expert level grasp on countless intimate attributes and human concerns that
generate attention, rapport and compliance far better and more rapidly than a human could.
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The use of Al and decision algorithms to gain social engineering influence creates risks that are different from
those of traditional social engineering. One striking feature of Al-driven social engineering is that it appears to
make decisions with near-human level aptitude.This is worrisome because Al-enhanced social engineering
presents fundamentally unique challenges compared to the threat landscape of traditional SE. The social
engineer in classic SE has to invest some time into understanding human nature and then apply that knowledge
to make the target comply. The SE attack is simply far less effective if the social engineer has not kept up
mindset-wise with their subjects.

5. Ethical Questions in Al Powered Social Engineering

The rise of artificial intelligence (Al) has sharpened social engineering into a double-edged sword. The
silver lining: the proliferation of interconnected devices (the "Internet of things"), the digital expansion to "bio
digital" convergence (meaning an environment in which physical and digital reality are increasingly co-joined
and used to make decisions and operate processes), as well as the vast prevalence of computing power have
greatly enhanced opportunities for controlling, forecasting, and impacting human behavior. Unfortunately, Al is
making it prohibitively difficult to determine whether or not we are being manipulated, by whom and for what
purpose. The more dire threat today is not of the machines taking over, but that of wolves in sheep Al clothing:
a vested layer of Al whisperings cloaked by claims that tech can be made to serve humanity, even when it's
being used to serve covert agendas.

Since social engineering of Al becomes an important subject there are ethical considerations to be made.
These would include engaging a varied swath of stakeholders in creating more responsible and transparent
standards and policies Tackling these issues is essential to the development of Al that contributes to global goals
for society and addresses global challenges. Moreover, policies and oversight mechanisms are needed to ensure
the development of Al-driven social engineering proceeds in a way that is consistent with these norms and
values. Critics argue that popular conceptions of what constitutes mental disorders and describe normal behavior
may not hold universally across societies, and may reproduce and reinforce social inequalities.

5.1. Ethical Frameworks and Guidelines

There is a variety of ethical principles, guidelines, and frameworks that can be leveraged to enable ethical
Al and to orient the design of the social engineering agent. The European Commission's High-Level Expert
Group on Artificial Intelligence (Al HLEG) Ethics Guidelines for Trustworthy Al developed and proposed a
framework of four ethical principles - (1) respect for human autonomy, (2) prevention of harm, (3) fairness, and
(4) explicability. Reporting to the European Commission, the Expert Group's guidelines support human agency
and fundamental rights, preventing harm, fostering peace, and maintaining the environmental basis of life; and
striving for fairness, explicability, and accountability. Perhaps the most foundational and influential set of
guidelines is that of The Belmont Report, and more specifically, these recommendations are associated with an
approach to the ethical treatment of human subjects that is grounded in the three basic ethical principles of
respect for persons, beneficence, and justice. These guidelines underpin current human research ethics
approaches and are also embedded in comprehensive ethical, professional, and legal standards of practice
associated with the creation and use of influential computing artifacts and artifacts more generally.

5.2. Privacy and Data Protection

Meanwhile, there are also concerns from privacy's complementary dimension, freedom. Privacy directly
relates to the more fundamental right of freedom. Al-driven social engineering infringes privacy not by purely
data leakage but by the continuous autonomous processing of people's data, during which offenders enjoy the
leverage of knowledge and power to deprive the ability to make fully autonomous judgments of their victims
and thus seriously intrude on victims' freedom.

An Al-driven social engineering campaign may employ the use of a vast amount of recovered data, either
from the "dark web," the "gray web," or public data depositories, to tailor an attack on potential victims. The big
data-driven nature of an Al attack — generation of thousands of profiles and customization of an attack message
to fit its target — puts it in the territory of being extremely privacy-invasive. Legal prosecution under existing
privacy laws is normally difficult since Al used in social engineering campaigns tends not to infringe privacy-
related laws directly — they collect publicly available information or information that is leaked by victims
themselves without Al intervention. Although the Al used might not break any laws or harm victims physically,
they could deeply influence victims' psychological life, potentially obstructing, in the worst-case scenario, the
victims' normal lives (e.g., mental health deterioration) or "stalking" them to identify a profile.

6. Regulatory Landscape

While in some jurisdictions, regulatory measures are upheld or complemented by bilateral or multilateral

partnership agreements between states and technology companies, in other cases, data access requests are
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facilitated and expedited by the law enforcing authorities themselves to the private technology companies by
hacking into the suspects' devices and electronic systems.

A second area of regulation involves provisions aimed to tailor the dialogue between law enforcement
authorities and technology companies. Transparency measures usually require private companies to release
details on the contents and authors of identification requests. Technology companies must also adopt defined
reporting channels to enhance collaboration with government officials. This information exchange typically
includes a variety of use cases targeted to the identification of online criminals or merely the investigation of
criminal offenses.

More recent legislation has broader aims, covering the dissemination of any form of illegal and harmful
content, and entrusts private technology companies to put in place voluntary frameworks to assist the authorities
in discovering and/or intercepting the culprits.

A first area of regulation is the more generic provisions that penalize committing or assisting others in
the commission of crimes, such as incitement to hatred or direct incitement to commit terrorist offenses or the
dissemination of criminal content. These provisions were not designed nor are targeted specifically to cover
social engineering situations, but they have been progressively applied to such new forms of digital conduct by
courts primarily cognizant of the increased security threat posed by the use of the internet for communication in
the context of terrorism.

Ethical debates surrounding Al-driven misinformation and manipulation have spurred a range of
legislative efforts in different countries. The regulations focus on different phases and involve various
stakeholders.

6.1. Current Regulations

At the same time, China's President Xi Jinping has urged his country to become the world's premier
artificial intelligence superpower. The United States will not face a hard boundary that limits its future adoption
of today's advanced artificial intelligence capabilities, Joe Biden said in a document published in November
2020. In Latin America, the big concern is how new technology such as Al can be part of the mix quickly,
overcoming barriers such as data privacy and regulations that prevent the deployment of technologies to fight
poverty. Concerning the BRICS (Brazil, Russia, India, China, and South Africa), Russia's main contribution to
fostering the environment for digital trade is a dedicated act, the Consumer Protection Act 2020. Both reactions,
at the same time hedged and eager to adapt. The more effective countries will be at dealing with challenges
related to Al technology, Frank-Jirgen Richter argues, the more benefits they can expect from digital business
models.

In recent years, the EU has been at the centre of efforts to regulate Al. In 2020, the Commission released
the White Paper on Artificial Intelligence, followed by a debate on cross-cutting requirements. In 2021, the
Commission published the EU's legal framework for Al, a final proposal for Al regulation. This proposal
encourages securing the ethical and fundamental values as fundamental goals for Al deployment. Similarly to
the EU, the OECD also discusses the Al applied to both public and private sectors through the reformulation of
regulatory frameworks on the use of Al systems.

6.2. Challenges and Gaps

One of the main high-level challenges is related to setting the boundaries and restrictions where AIS of
any nature, complexity, and degree of intelligence should stop before engaging in sensitive contexts that may
prove to be — in essence of the human matter — totally inexplicable and unknown. In other words, is there any
meaning in the concept of Al limitations? In reality, AIS' intrinsic intelligibility and trustability are already
questioned and challenge risk managers and data scientists who need to rely on the output of Al and deep
learning systems. Indeed, deep learning systems may produce unexpected output, even when fed with data and
predefined, exhaustive sets of instructions on how to categorize such data, as their behavior is not replicable nor
scientifically predeterminable. However, taking advantage of anomalous confidence and trust already cast in the
field of artificial intelligence, the concerns and fundamental matter we have addressed become even more
pressing.

Six primary challenges can be inferred from the examination of enabling low-level and high-level
challenges related to the deeply human nature of SE. They underscore the most evident lack of preparedness in
the case of the real use of AIS through SE purposes and foster a cross-disciplinary reflection aimed at shedding
light on why Al-driven SE is still a field that remains mostly in the shadows. More fundamentally, they
highlight very serious concerns and issues that can call into question the nature of Al itself. If SE, as argued, is a
form of 'calculated exploitation of human nature', Al-driven SE has the potential for deep ethical concerns,
including erosion of trust in using Al engines as well as ethical consequences in relation to Al generalization,
privacy, data protection, and cybersecurity.
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7. Case Studies

A second example of Al-enhanced social engineering would be using the Al to conduct employment
interviews. The intelligence is put on Twitter and starts conversations, collects data, and is used to
locate/research malware. The system is well-tuned for detection and classification of malware such as Wannacry
and Locky. In order to automate detection and classification of Phasebot, CamuBot, and others, the Al uses the
high-dimensional feature learning capabilities of deep neural networks and the scalability of purpose-built
classification algorithms. Last year, we presented the adversarial capabilities of the Al to FBI cyber intrusion
response agents. Upon recognizing the adversary using our safe and stealthy behavior, they are able to alert us
of the location of the necessary payloads stored on the victim's machine. With that information, we can conduct
rapid evaluation as to whether or not the detection mechanism targeted our botnets. If so, we could (if we chose)
take action to improve the Al to evade detection.

The case studies are simplistic, but illustrate the potential. One possible case is impersonating a friend on
social media to obtain the trust of a victim and then attempt to convince the victim to click on a malware-laden
link. The same function can be accomplished using email and improved by using the same algorithms that are
used to craft spear-phishing emails. The system can be further optimized by leveraging the target's data to make
the request align with their current or real-life situation. Particularly on an in-person encounter, the Al can
recognize verbal filled pauses (and address lack/no filled pauses) and body movement/micro-expression signs
for detecting uncertainty. Also, since the Al can dive into the social media of the victim and the impersonated
friend, for detecting real-life/political events to support the deception.

7.1. Real-World Examples of Al-Driven Social Engineering

To better understand what Al-driven social engineering is, its risks and opportunities, we show a thought-
provoking and diverse set of 17 real-world, proof-of-concept examples of already exploit-worthy, publicly
available Al-driven technology. All examples have some form of practical social engineering potential, meaning
that it is possible to collect private data, direct motivations, or even manipulate individuals or groups using
them. Some examples have already been linked to social engineering. All examples already offer a level of
quality and scalability that will make the average user believe in what they see. The implications for real life are
that anybody can now deepfake and automate a Starcraftll coach, create a personalized, deepfake film of a
Palestinian boy that speaks English and is being abducted by Israeli soldiers, or create a social media bot that
not only changes its own messages but also its looks and gives inconsistent, changing answers to directed,
tweeted questions — these can perform like a (malicious) superhuman.

In addition to the various contemporary examples we have provided throughout this article, technical
challenges like impersonation, highly scalable engagement (chat, video, audio), time efficiency, and hyper
persona deepfakes are hyping Al-driven social engineering even more and escalating the risk. Al is at the level
where human sounds, movements, and possibly brainwaves can be cloned in such detail that one can no longer
be sure if one is interacting with a real person. As anyone who has completely disregarded this reality and
ordered a convincing deepfake online can tell you, companies are busy pretending this problem does not exist,
actively inserting plausible deniability clauses into their user agreements, and exhaustively working on a
legislative state of utter confusion.

8. Future Directions and Emerging Trends

This presents a huge challenge because Al can generate entirely new qualities of attack methods,
including creepily real chatbots that use human-sounding natural language to mimic the person's voice on the
other end of a virtual phone call. We have made significant advances in technology in the last 50 years, but
humans employed in complex settings do not reliably adhere to strict rules because they leave a lot of space for
adaptation and flexibility. However, the combination of humans and Al is a guaranteed benefit for an attacker in
most cases. The attack landscape can exploit language translation and sentiment analysis in addition to image
generation for deep fakes, and hence everyone will need new adaptive strategies. Al will generate face-to-face
voice content that can mimic employees, customers, or friends that they trust. Additionally, Al can process and
provide real-time data capturing and presentation capabilities that are difficult or impossible for people to detect.
Defenders, especially in business, will need to change their strategies significantly.

In this chapter on future directions, we summarize the key insights from the book and provide concrete
recommendations for practitioners, policy makers, researchers, and Al developers. We start with practitioners
and discuss the adaptive strategies that have traditionally worked for social engineers and ways in which Al
tools enhance their capabilities in developing social engineering attacks. We then provide a framework for
practitioners to be prepared and resilient to emerging Al technologies. For governments, we provide a five-
pronged approach that ensures both Al developers and social engineers are deterred. We also highlight the
urgent need for regulation on the use of personal information for hiring decisions. Additionally, new research on
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Al-related regulations, social media manipulation, and public policy responses to Al-driven social engineering
can help in navigating the rapidly evolving field of Al-driven social engineering.

8.1. Technological Advancements

Some Al tools could have enabled historically known forms of social engineering. For example,
detecting phishing emails has become far more difficult since, in some cases, Al tools are so weaponized that it
is nearly impossible to distinguish them from legitimate emails. Fraudulent tactics are further advanced by using
artificial intelligence software, especially through the training of classifiers and the subsequent injection of
adversarial noise into documents that can change the classification labels to exploit perceived vulnerabilities in
many systems simultaneously. For instance, based on corpora including news articles, fake news websites, and
Twitter messages, the development of Al tools can help attackers to generate fake tweets or sentences from
tweets. News articles can be generated by altering or replacing words or phrases from real news articles.
Although the implementation of state-of-the-art detection techniques to tackle Al-based manipulation using text
is possible, effective and efficient detection methods have remained under-researched.

Technological advancements have resulted in the rise of achieving social engineering via Al systems. In
the academic literature, examples of Al in social engineering are typically entertained as hitherto unforeseen
forms of Al-driven 'deep fakes', voice fragment generated impersonation, or non-existing malware-infected
projects. Business use cases, on the other hand, have introduced even more advanced techniques of data-
supported decision making (involving the not-so-well-understood concept of 'explainable Al"). In real life, Al-
and ML-driven software applications have experienced a breakthrough. Increasingly, they help employees to
make better decisions, sometimes on a real-time basis, dynamically and automatically adjusting to changed
circumstances.

8.2. Ethical and Regulatory Developments

Moreover, it has also been suggested that the EU Right to Explanation, which requires organizations to
share meaningful information about the used algorithms when individuals are subject to a decision that has legal
or other significant effects, may be crucial for fostering the notion of transparency of the algorithms. And
already at the level of a single organization, the framework of intermittent and summative human in the loop
technology has been discussed to ensure that humans directly focus on the technological design, development,
and deployment of such systems. Finally, the worldwide patent systems have been flagged as a potential area for
shaping technological developments because they can be used to shape certain developments while
relinquishing non-ethically-approved ones.

With AIFL technology advancing and poised to launch applications really soon, social scientists are
already calling for more research and regulations in the development of various Al technologies that could be
crucial to maintaining fairness, trustworthiness, and ethical responsiveness. In order to prevent the misuse of Al
in manipulating people, spreading misinformation and other disinformation challenges. Various bodies,
including the IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems, have produced guidance
documents in forms of ethical principles coupled with lists of best practices or recommendations. Governmental
bodies in the US, UK, France, Canada and other countries have been calling out for the regulations and guidance
as it relates to ethical management of personal data along with a human right centered Al. Additionally, GDPR,
which demands accountability of the technology holders and governs bias, commercial trust, and other aspects
of Al services, has implications for Al-based crafting of information and for the use of Al for learning about and
predicting individual people's behaviors, traits, and special needs that can be exploited in socially engineered
attacks.

9. Conclusion and Recommendations

Developing preventive solutions and policies that can limit or stop the adoption and use of Al for
unethical purposes have wide-reaching benefits that extend to all of us. And while adversaries are unable to
leverage advanced Al in their SE attacks, doing their job would slow down considerably and reduce the success
rate of the threats they seek to achieve. The blueprints provided in this paper can thus be utilized both by Al
developers and internet organizations to become a prominent part of the collaborative defense research process.
The adoption of a well-timed approach and a designated strategy, wide-scale involvement, gathered resources,
and the establishment of a global community will make the significant difference that is necessary to protect the
world from evolving Al-driven SE threats and bolster its collective security. Only by investing in research and
effective strategies, designing new innovations, studying new challenges, and sharing results broadly, will we be
able to ensure our world is as safe as possible from the inevitable threat posed by Al.

Researchers, policy makers, and organizations have been increasingly concerned about the impact of Al
on both society and individuals. In this paper, we discussed the role of Al in enabling SE attacks and so, we
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investigated the opportunities and ethical challenges that such advancement entails. In order to mitigate the
risks, we called for a collaborative action that involves researchers, policy makers, internet companies, and Al
developers in order to address the challenges by conducting more in-depth empirical studies and documenting
the existing variation in the scope, goals, and targets in both virtual and physical social engineering attacks;
sharing attack methods and establishing a standardized system for detecting Al-based attacks as it has been done
for cyberattacks, once identified and agreed; determining the legal aspects and implications of Al in social
engineering; implementing awareness programs of the risks of Al-based social engineering attacks; and devising
machine learning algorithms to tune AE cyber defenses to Al dynamic attacks.

9.1. Summary of Findings

Using the attack tactic classification developed by TW, we identify a range of novel Al-driven
approaches for each class. For example, the collection of contextual data for fake personas from social media
now enables attackers to systematically evade defensive counterstrategies. We also outline an offender signal
detection process, describe Al-driven offense tactics, and demystify developer techniques used by attackers to
homebrew innovative Al-based features for specialized use cases. For ethical guidance, we investigate privacy
concerns of Al fake personas for OSINT-based offense. Ultimately, grounded in our analysis, we recommend
forensic technologies for a counter forensics approach empowering future threat intelligence operations to
combat Al-driven social engineering effectively.

We find that social engineering applications of Al extend across many forms as well as stages of the
BEC crime scheme. Attacker groups are increasingly relying on Al to select and profile the targets of behavior
manipulation, as well as to automate conversation-based attacks. Innovations involve the usage of NLP-based
fake personas, sentiment analysis for improved selectivity and effectiveness, as well as generating or
summarizing contextualized conversation segments in accordance with secret policies. Furthermore, we collect
evidence that actors have begun to automate complex operations based on secret policies, augmenting their
capabilities with sophisticated tactic designs to avoid detection and increase the attacker return on investment.
We detail various stages of the crime scheme, providing the interested reader with ample case studies on
different Al-driven applications within the context of a dynamic threat model.

9.2. Implications for Practice and Policy

Although it might seem that individual citizens could bear some responsibility for avoiding harmful
consequences by being more astute about Al messaging, the reality is that behavioral manipulation plays with
evolved heritage cognitive features of people and can often slide under the radar of awareness. Sometimes
people are more aware, as during political elections, but total awareness and the ability to mitigate or protect
against unwanted social influence is just not here yet. Advanced tools and technologies that are put to both good
and bad uses in communicating with and influencing members of civil society should be used wisely and
professionally.

In this new era of Al social engineering, everyone needs to become more aware. This includes decision
makers in governments, corporations, and nonprofits, educators and parents, and individuals. Generally, Al tools
for social engineering hold value for both defenders and attackers, and this can create a beneficial-use paradox
in which perhaps only through offensive Al will more effective defenses be created. In the policy arena, special
care is required when policymakers are using Al tools to understand constituents and communicate with them
appropriately and effectively. There are some constituencies for which careful use of Al tools for social
engineering seems inappropriate, perhaps to the point of ethical considerations and even legal restrictions.
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