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Abstract: Increasing demand of software is a source of promotion for the development of processes to ensure
the quality of software. Software reviews are an effective technique for software quality assurance. Software
review is static examination of software artifact to detect defects or any other deviations from the customer
requirements. Although the defect detection is an essential technique, the defect correction is equally significant.
This paper proposes a risk based spiral review approach to ensure software quality by effective defect detection,
defect correction and risk analysis strategies. The proposed approach provides multiple benefits such as it helps
to increase detect defection rate, resolve issues through multiple spirals, by risk based analysis strategy to
identify and mitigate the risk before review execution. Moreover the proposed approach can also be
implemented with any existing review process. Proposed approach is evaluated through experiment which
proves its effectiveness for defect detection and defect correction.
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1. Introduction

Software Quality is highly needed to satisfy the customers. The poor quality software can be a root
cause of huge disaster in critical system [1]. Software organizations must use quality improving procedures,
right from the start of the software development. It is essential to control and monitor product quality throughout
the software development phases [2]. The presence of defects in artifact can lead to poor quality rtifacts and
software product. Defect discovery is foremost problems in software development [3].

Software reviews or inspection are static quality assurance technique which are used to validate and
verify software artifact to accomplish quality in software products [4] [5] [6]. Both the terms inspection and
review are used interchangeably in the literature [7]. These techniques can be used to validate and verify the
quality of software by early defect detection prior to testing. They are effective procedures that can lessen the
overhead of testing activity. In fact they are one of those software engineering revolutions that had the ability to
influence real process change [8]. Software reviews are extensively used defect detection technique to develop
high quality software by detecting and removing defects prior software delivery [9]. For almost thirty five years
inspections and reviews have been considered best practice to verify software [10].

Review process was primarily proposed by Michael Fagan at IBM . Fagan’s work provides the basis
for all the future work done in the field of software reviews. After Fagan’s review process the research regarding
software reviews was performed in two sub fields such as software review procedure and computer support for
software review [7], [10].

The software review is a process of defect detection from the artifacts produced during the software
development life cycle. It can be applied at any phase of software development [11]. The fundamental elements
of the software review process are goal, role, procedure and artifacts. The “goals” defines the purpose of
conducting the review process. The “role” is the functional aspect associated with a pre-defined responsibility
and it can vary depending upon review process. Roles are various such as author, presenter, leader, reviewer,
reader etc. [7]. “Author” is a role who is assigned a responsibility to design or modify an artifact. Another
example of role is a “leader” who’s responsibility is to manage the complete review process besides verifying
the changes made by the author. The “reviewer” role has the responsibility is to identify the defects in the
artifact [12]. The other fundamental element of review process is “procedure” which includes the steps and
activities such as planning, review, preparation, rework, follow-up etc. [8]. “Artifact” is a work product that is
developed at the end of each software development phase. The artifact should be reviewed for its conformance
to customer requirements and standards [10], [12].

Through literature survey it is analyzed that all existing review processes broadly contains three phases
i.e. initiation phase, evaluation phase and closing phase [9]. The purpose of “initiation phase” is to do the
necessary preparation of the review process. It includes a number of activities such as preparation of the artifact
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for review, selection of review team members, distribution of artifact, review planning, presentation of artifact,
checking artifact for entry criteria, informing the schedule and place for review meeting. “Evaluation phase” is
the second most important phase of software review procedure and it is considered as the central part. The
purpose of this phase is detection of defects to make the artifact defect free. The last major phase in review
procedure is “closing phase” in which review process completion activities are performed. It includes the
activities such as defect correction and its verification [13]. The aim of the research is to propose risk based
spiral review approach (RB-SRA) for reviewing the artifacts produced during software development life cycle.
The proposed approach is an effective way to identify and correct the maximum number of defects from the
artifact which in turn enhance the quality of software product. This approach allows the software engineering
team to save valuable resources by multiple spiral cycles and by reducing cost of rework.

The paper is structured as section 1 which gives the brief introduction of the software review process.
Section 2 discusses the background study of the relevant area. Section 3 provides the details of proposed risk
based spiral review approach. Section 4 consists of experimental evaluation of proposed approach. Last section
provides the conclusion and future work suggestions.

2. Background study

Fagan introduced software review process in 1976 which served as the basis for the research in the area
of inspections and review [4]. Fagan review process consists of five well defined phases such as planning,
overview, meeting, rework and follow-up. [10] [14] [15]. After Fagan’s review process, Parnas & Weiss
introduced active design review process in which their focus was to reduce the number of reviewers. [16] [7].
Bisant & Lyle introduced two person review process especially for small companies in which they tried to
reduce the large consumption of resources i.e. the reviewers so they suggested, two members to participate in a
review i.e. author and reviewer [17]. In the same year Humphrey introduced new process similar to the Fagan’s
review process having “analysis” phase in it, the purpose of this phase was the collection of identified defects.
He had shifted the goal of preparation from basic understanding to the defect detection [18].

Martin & Tsai proposed effective review process for requirement phase of the critical projects. The
main theme of the process was to have N-sub teams to review the requirement document [19]. Phased inspection
was proposed by Knight & Myers to review the code [20]. Gilb & Graham also proposed a review process
having a phase called “brainstorming”, its purpose was to find root causes of detected defects. Another
modification done by them was the introduction of entry phase at the start of the process to check the worth of
the artifact to be reviewed [21]. In the same year the criticism on review processes was started with respect to
review meetings then Votta proposed meeting less review process to reduce the meeting overhead cost [22].
Johnson proposed offline individual defect detection [23].

Sauer et al. proposed reengineered review process with phases like “discovery” for individual defect
detection, “collection” for defect collection and “discrimination” for finding unique true defects list [24]. Paul
proposed a scenario based review process to review the design artifact [25].

Laura suggested structured review process with the aim of reducing the interpersonal communication
overhead [26]. Torgeir et al. introduced Postmortem review process for review process improvement [27].
Mishra & Mishra proposed simplified software review process based on formal technical asynchronous review
process [28]. Effective hybrid review process was introduced by Sumaira et al. to reduce meeting overhead [13].

Mishra & Mishra proposed global software inspection method to reduce the communication and
coordination problem of distributed team members [29]. Tejal & Bhavesh introduced software requirement
inspection model to review the requirement documents [30]. A simplified model for software inspection was
developed by misra et al. for small scale software industries with the aim to inspect the artifact at low cost [31].
Another approach requirement specification review was proposed by Li which use animation to guide the
reviewers while reviewing the artifact [32].

From literature it is analyzed that all existing review processes ends-up with the closing phase [13]
[33]. In closing phase the author modifies the artifact and the leader verifies the changes. It is also analyzed that
the process does not closes until all the changes are made by the author, due to this if author have any query
regarding identified defects and the leader is unable to answer that query then the defects in the artifact will
propagate to next development phase and cost double to remove. The other issue identified is that the change —
verification cycles moves between leader and author until all the changes are performed due to this if leader
during follow-up phase encounter more unidentified defects then these defects will also propagate to next
development phase. It is also analyzed from literature that existing review techniques have not provided any risk
identification strategy to meet any uncertain issue. There is lack of guidance for tackling any uncertain situation,
due to this If any uncertain situation occurs during the conduction of review like unavailability of reviewer,
team composition, reviewer expertise then how that situation will be handled [33].
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All above issues motivated us to propose such a review approach that allow the leader to analyze
review related risk before the start of the review and also take decision to plan subsequent review cycle.

3. Proposed Risk Based Spiral Review Approach (RB-SRA)

Risk based spiral review approach proposed in this paper is for improving the software review process
activities. The major distinctive feature of this approach is that it creates a risk-driven approach to the software
review process. It integrates the strengths of spiral activities with the linear activities of the existing review
processes. As the spiral activities are iterative in nature therefore it helps to detect and fix the defects in multiple
iterations. The proposed approach shown in Figure 1 consists of four quadrant i.e. Review Planning and Risk
Analysis, Review Execution, Rework/Defect Correction, Verification and planning for next spiral

Review Plan

Risk
Analysis
Review

Decision point Execution
Accept change Review

or re-enter Planning .
review cycle < Identified Defect List

Veerification
and-Planning
for Next
Spiral

Rework/Defact
correction

Artifact with corrected defect/Query
regarding identified defects

Figure 1: Proposed Risk Based Spiral Review Approach (RB-SRA)

3.1 Review Planning and Risk Analysis

The planning phase of the approach involves the review planning activities like preparation of artifact
for review, selection of review team member, team composition, distribution/presentation of artifact, planning
for review execution and identification of risk factors.

The Software Engineering Institute (SEI) defines risk as the probability of great loss. They should be
well controlled in the software development projects [34]. The purpose of the risk analysis in reviews is to
identify the associated risks that can affect the successful execution of the review process. The associated risks
can be availability of the reviewers, reviewer’s expertise, length of artifact to be reviewed etc [33]. Risk is a
problem that may cause the failure of the review process. Risk analysis also helps to decide whether individual
review, group review or just discussion with experts is required. Risks that can affect the results of the review
process are given in Table 1.

Table 1: Expected Risk During The Conduction Of Review Process
Expected Risks

Review Team members availability

Review Team members at distributed
location

Reviewer’s expertise

Length of artifact to be reviewed

Understanding of review artifact

Review Team composition

70|Page www.ijrerd.com



International Journal of Recent Engineering Research and Development (IJRERD)
Volume No. 02 — Issue No. 01, ISSN: 2455-8761
www.ijrerd.com, PP. 68-74
Based on the risk analysis the alternative solutions to mitigate the identified risk must be defined.
Figure 2 shows the input and output of the review planning and risk analysis quadrant.

Completa review

Dacizion to ] ] plan, Rizk
start ravisw, Review Planning identification and
Arhifact and Rizk Analysis mitigation

Input Outpul o omia

Figure 2: Input and Output of Review Planning and Risk Analysis Quadrant

3.2 Review Execution

The purpose of this phase is the actual execution of review process with the intent to find the defects. It
involves the activities like individual review of the artifact, group review, discussion about defects and
collection of defects. More details of the review activities can be found in [9]. The risk identified in the planning
phase can affect the interaction mode of the reviewer in review execution phase. Like if review team members
are distributed at different location than asynchronous tool assisted interaction must be performed. If the length
of artifact is too large than the best strategy is to divide the artifact and conduct individual review of the allotted
specific part of the artifact. Figure 3 shows the input and output of the review execution quadrant.

Complete review

plan, Risk

id‘:’f}tiﬁf:aﬁ‘m and Review Execution Defect list
mitigation

strategies, Input Output

Artifact

Figure. 3: Input and Output of Review Execution Quadra

3.3 Rework/Defect Correction
The purpose of this phase is actually to perform rework on the identified defects. The author makes

changes to the artifact based on the identified defect lists. The author can query the leader if there is any issue
regarding the understanding of the identified defect. Figure 4 shows the input and output of the rework/defect
correction quadrant.

Modified
Defect lList, Rework/Defect Artifact/Queries
Artifact Correction regarding
Input Output  jdentified defects

Figure. 4: Input and Output of Rework/Defect Correction Quadrant

3.4 Verification and Planning of Next Spiral.

The modified artifact is submitted by the author to the leader for verification. If all the defects are
corrected then the leader closes the review process by formally signing off the review artifact. If some of the
defects are not corrected by the author due to some misunderstanding or any other issue the leader can plan next
review cycle if unable to answer that issue. The leader can also take decision of next review cycle if the leader
finds that there are more unidentified defects in the artifact. Figure 5 shows the inputs and outputs of the
verification and planning for next spiral quadrant.
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Figure 5: Inputs and Outputs of Verification and Planning of Next Review Spiral Quadra

4. Experimental evaluation of proposed review approach (RB-SRA)
Risk based spiral review approach is evaluated through experiment. The experiment evaluate the
effectiveness of proposed review approach (RB-SRA) with the Fagan’s inspection process.

4.1 Experiment Design
The experimental design consists of 12 subjects and two teams. Graduate level students of Software
Engineering, National University of Modern languages are selected to perform the experiment.

Table 2: Experimental Design

Team # Review Process # of Subjects
Team 1 FRP 6
Team 2 RB-SRA 6

The subjects were given requirement document of Automated Teller Machine with 20 known defects.
Table 2 demonstrate the experimental design.

4.2. Experiment Results

Results of experiment indicates that defects identified and corrected by Team 2 who executed review
using iterative Risk-Based Spiral Review Approach (RB-SRA) is greater than Team 1 who had performed
review with linear Fagan Review Process. Figure 6 shows the results of experimental evaluation of the defect
detection effectiveness of both the approaches. The graph shows that Team 2 who have performed review with
Risk-Based Spiral Review approach had detected large number of defects as compared to Team 1 who had
performed review with Fagan Review Process.
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Figure 6: Comparison of defect detection between two teams
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Figure 7 shows that Team 2 who had performed review with risk based spiral review approach had corrected
maximum identified defects while Team 1 who applied Fagan review process could found only few defects so
the approach appeared comparatively ineffective.
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Figure 7: Comparison of defect detection between two teams

The outcome of the conducted experiment shows that the risk based spiral approach is more effective with
reference to defect detection and correction than linear Fagan review process. The lterative nature of the
proposed approach is effective for achieving the quality goals.

5. Contribution and Significance.
The study has presented A Risk Based Spiral Review Approach that helps to handle two main issues of
the review processes i.e. stagnation of the review process at the closing phase and mitigation of risk for the
successful conduction of review process.

6. Conclusion and Future work suggestions

Software reviews are very important to ensure the quality of the software. This paper has contributed in
the field of software quality assurance by introducing risk based spiral approach to review the artifacts
developed in software development life cycle. This paper has provided comprehensive background of the
existing software review process of last three decade. A risk based spiral strategy has been introduced with
multiple benefits i.e. identification and mitigation of risks in planning phase that can negatively affect review
process results. The introduced spiral strategy does not only help in effective defect detection but it also
facilitates in correction of maximum possible defects. The proposed approach can be applied to any existing
review process. The proposed approach is evaluated through controlled experiment. The experimental results
verifies the effectiveness of the risk based spiral review approach in defect detection and defect correction. In
future more experiments can be performed in multiple setting.
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